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What |s Protocol Analysis ?

o Capture packets using a protocol analyzer tool
— The packets go into the analyzer’ s buffer

— The analyzer software decodes the packets

— Statistics, problem reports, and packet contents are assessed
» Device-to-device behavior isdisclosed

— You can directly observe the interactions between machines
— Y ou see where packets came from, and where they went
— You identify appropriate and ingppropriate behavior




How Are Conversations Analyzed ?

* The features of your analyzer are used to manipulate
packets and extract relevant conversations

 Determine whether the observed behavior Is

consistent with your expectation for “correct”
behavior

Using a protocol analyzer is not exceptionally difficult.

The challengeisto understand the technology,
engineering, and networ king conceptsthat make
communication possible.
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Protocol Analysisis Not Magic'!
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Disclosing The Behavior
Of The Wireless Network

Problem Summary | Problem Log  Mode Detailz

Description | Count
Channel Owverlap 11,224
IP Packet with CRC Frame Ermor 423
TCF Rezet Connection 165
YWiirelezs Tranzmizzion Rety 22
HTTP Slow Responze Time 13
IP Header Checksumn Ermror B
TCP lrvealid Checksum B
TCP Rezet Inactive Connection 40
TCP Zero Window 41
IP Mizzing Fragment 59
Drata Aate Change aa
TCF Slow First Retranzmizzion 13
Ore-iwfay Traffic 11
TCP Repeated Connect Atternpt 35
TCP Retransmizsion 10
TCP Too Many Retranzmizziong )
TCP Stuck, window 4
YWireless Too Many Retries 11
Spanning Tree Topology Change 2

Expert System Analysis Exposes Both Problem Issues

Conversations Analvzed: 16
Problems Detected: 430 . | M @
Het Hode 1 (Client) |Het Hode 2

[+ 19.66.119.235

== 1966118215
- 2= UDPPort 0=-:0
>ﬂ Zlowe Zerver Responze Time

----- ﬂ Wirelezz Transmission Retry

- iy Inefficient Client

----- ﬂb“ﬂreless Too Many Retries

iy IP Packst with CRC Frame Error

P e i Data Rate Change
= 1955118191
- #-=BUDPPor O0=-50
=R 1953175215
. B =BUDPPOr 0<--0
%---ﬂﬁﬂﬁreless Tranzmiszion Retry

----- ) P Packet with CRC Frame Error

1966118217
19.66.118.187

19.66.1158.215

19.66.115.191

And Potential Security Exposures




Start By Assessing The Physical Environment

Statistic Current

[+ General

- Errors

- Counts

[+ Size Distribution

= 802.11 Analysis
- Average Signal Strength 54, 282
= 80211 Data 2,671
= 80211 Management 22,4458
= g02.11 Control Z,.709
- Retry 36
= Qrder 0
= Mbitsfz 1&,343
- 2 hbitsrz 6,887
= 5.5 Mhitzfz La9
=11 Mbitzfs 39,464
- Station-To-Station 25,157
- Fram Access Poirt 1,609
- To Access Point 1,062
= Access Point-To-Access Point 0

H- AppleTalk Analysis
H- Duplicate Addresses
H- Email Analysis
H- FTP Analysis
H- ICMP Analysis
- Internet Attack

- IP Analysis

F- HetWare Analysis

H- Hewsgroup Analysis
- YWeh

H- Expert




Responsibilities Of the 802.11 MAC Layer

e Addressing
— Address the frame to allow proper delivery

« Handling BSS Membership
— Become amember of a BSS through association
— Leave aBSS through disassociation

» Authentication (Optional)

— If authentication is enabled, the MAC Layer will have to authenticate
itself before it will be allowed to associate with aBSS

e Fragmentation
— Fragment upper-layer data units for transmission on the WLAN

— Acknowledge fragments and retransmit lost fragments

o Arbitration
— Determine when it islegal to transmit data




Frames Used To Get The Job Done

« The802.11 MAC layer uses three types of framesto
carry out its responsibilities

— Management frames are used for managing membership
to the BSS

 Joining and leaving the BSS
» Finding Access Points

— Control frames are used for lower-layer MAC functions
» Determining if it is okay to transmit data
» Acknowledging frames

— Data frames carry user data
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Association

e To deliver amessage within adistribution system, the DS
needs to know which access point in the DS is capabl e of
reaching the destination station

e The concept of association provides this information
— A station discovers that an AP iswithin its coverage area
— The station sends an Association Request frame to the AP
» Containsthe MAC address of the station
» Containsthe MAC address of the AP
» Containsthe ID of the ESS being joined

— The AP determines whether the station may join the BSS and sends an
Association Response

« Contains the result of the requested association (successful or
unsuccessful)

« Association is sufficient to ensure communication in all caseg
where stations remain within asingle BSS




Analysis of Association Request (MAC)

E Out of Range_apc - Packet #79 =] E3 F <M
rame type IS anagement,
S ”_ o [ 2 T I subtype Association Request
roce: BRI
Tersion: 1]
Type: 200 Mansgemenk
Lfubtype: $0000 Associaticon Recusst
To D5: ] . .
From DS: q Destination address represents
More Frag.: 0 the AP with which the station is
Retry: g associating. Sour ce address
Do Mgmt - ” represents the station which
More Data: ] e ey 2 g
WIED - 0 . initiated the association. BSSI D
Order: 0 represents the ID of the BSS
s Duration: 117 Microseccnds bei ng J0| ned (ShOUl d be the same
Bff Destination: 00:40:296:231:FF:ZE aSthe Deg:ination AddreSS
Hff Source: oo0:-40:26: 50:328:7F i
HFBSSIII: O0:40:35:-321:FF:2E
----- tpg Seq. Number: 30
: b tp Frag. Number: a ,—‘
E| ? #02.11 Management - Association Request ll :




Analysis of Association Request (Body)

& Out of Range.apc - Packet #79

= = (=] b S

=] E3

| Packet: INENEY |15 M=l

0 (2

|_——_|=q\$= 802 .11 Management - Association Request

[

----- %] Supported Rate:
----- %] Supported Rate:
----- i Supported Rate:
----- (5 Supported Rate:

..... tp ESS: 1

----- E:} IBSE: 0

----- tg CF Pollable: ]

..... § CF Poll Req.: 0

----- tp Privacy: 0

----- tg Short Preamble: 1

----- tg PBCC: 0

..... Q Chan. RAgdlity: o

----- tp Reseried: 0

----- tp Listen Interwal: EZ00

..... % | ELement ID: o S5InD
..... E; Length: 7

..... ¥ L£8ID: tsurnami
----- [ Element ID: 1l Supported Rakes
..... E; Length: 4

0x0z 1.0 Mbps (WNok BES E4
Ox04 2.0 Mbps  (Ifok BESS D4
0x0B 5.5 Mbns  (IWok BESS D4
Oxles 11.0 Mbps (Modk BSS ]

SSID showsthe ID of the ESS
being joined

Supported Rates shows the data
rates supported by the station
Initiating the association




Assoclation/Disassociation Analysis

* Ingeneral, association will succeed

 |f association does not succeed, the Association Response
frame will contain a code that explains the reason why
— AiroPeek decodes these codes

— The most common reasons for association to fail isthat the deviceis

not authenticated or that the device is prohibited from associating by a
MAC access list

— Another common reason for faillure is incompatible data rates
» Association frames are sent at 1 Mbps so all stations can hear them

» The station may not support the proper data rates to actually send and
receive data

« Examine the Supported Data Rates element in the frame

» Disassociation frameswill contain a code explaining the
reason why the station is disassociating or being disassoci aleg




Finding aBSS

 Beforeastation canjoin aBSS, it must learn that one exists

e Passive method: Listen for beacons

— Access points periodically send Beacon frames
o Containthe AP'sSSID
» Contain other information as well
— |If the station hears a beacon frame with an SSID matching its

configured SSID, it may issue a Join Request to the AP sending the
beacon

« Active method: Send a probe

— Station sends Probe Request frames
« Contain the SSID that has been configured in the station

— Any AP that hears the Probe Request and that has the same SSID as the
SSID in the Probe Reguest sends a Probe Response back

— The station may set the SSID to all F's (known as the broadcast SSIJ;*
to indicate that all Access Points should respond




Analysis of Beacon Frame (MAC Header)

B Demo.apc - Packet #1

(ehadl e

=101 x|

[Pscket ] TP

1]

300 Mameogenand
31000 EBescom

----- tp More Data:
..... E; UEP -
..... E; Order -

----- tp Duration:

]
0
]
]
0
]
]
0
]

Micprosaeconds

~{H Destination:
~{H§ Source:
-|Hp BSSID:

FF:FF:FF:FF:FF:FF Eroadcast
O0:AQ0:F3:8B:Z0:1F
a0:a0:F2:28B:2Z0:1F

294

1NERCQC2NCL [ R L P PR BT o ]

Frametype is Management;
subtype is Beacon

| |

Destination is aways
broadcast; Sour ce isthe Access
Point sending the beacon;

BSSI D should match Source




Analysis of Beacon Frame (Body)

B Demo.apc - Packet #1
T .- 1> |} Beaconinterval showshow
= = :
”_ @] Q often beacon frames will be
| [ 1P O 1 sent, in ms (the 100 msinterval
2l ] seen hereis common)
|

..... g ESS 1

----- g IBSS: 0

----- § CF Pollable: 0

----- tg CF Poll Req.: 0

----- tg Privacy 1

----- tg Short Preamble 0

..... & PBCC 0 SSID element shows the

----- § Chan. Agility: 0 ESSID to which the AP

----- & Reserwved: 1] bel ongs

-{§ Element ID: 0 S55ID

o Length: K] —

&  ssIp: Wpz Supported Rates element

-[% Element ID: 1 Supported Rates shows data rates supported by

-{§  Length: 4 |l the Access Point

- Supported Rate: 0x82 1.0 Mbps (E55 Dasic Raif

o Supported Rate: 0x04 2.0 Mbps (Wob OS5 Dasic _I




Analysis of Probe Request (MAC Header)

B Notebook Boot apc - Packet #20

= = (2] S

=] E3

(Psckes T LRI T

F-§ 802.11 MAC Header

- &y Version:

/

----- & Seq. Number:
¢ e fp Frag. Number:
% 802.11 Management

EQE5
]
- Probe Request

Type: 200 Mapageamenk
Subtype: $0100 Frobe Reguest
To D5: ]
From D5: ]
More Frag.: ]
Betry: ]
Pover Mgmt : ]
More Data: ]
EP: ]
Order: ]
5 Duration: 0 Microseoomds
?”H@ Desztination: FF:FF:FF:FF:FF:FF E
ij@ Source: O0:-AQ:FE:8A-AG-ZA
- Bff B55ID: O0:A0:F2:8A-AG-ZA

[

El

Frame Type is Management; Subtypeis
15 Proberequest.

Destination is the broadcast address.
Sour ce isthe MAC address of the
Probing station.




Analysis of Probe Reguest (Body)

2 Motebook Boot.apc - Packet #20

&[RRI

Crecce: e RS Rl

]

fp Seq. Number:
fp Frag. Number:

Mioposaconds
FF:FF:

FF:FF:FF;

|'_:|=ﬁ=anz 11 Management -

i - fp Element ID: o Z5I;

- B Length: 1z

- g S5ID: WP Wireless 1

|- & Element ID: 1 Suprorted Rstes
.5; Length: 4

- B Swpported Rate: Ox28Z 1.0 Mbps (DE5H
E} Supported Rate: O0x04 2. 0 MbEpns (o
@ fupported BRate: 0x0B 5.5 Mbens (I
1 - Supported Rate: 0xel (Mot ESS Dasid

? EC5 - Frame Check Sequence

fp FCS (Calculated):

Ox0EZ420173

[4]

SSID element contains the ID of the ESS
that the station has been configured to
join.

Supported Rates element contains the
data rates supported by the Probing
station. Notice that this station does not
support the 11 Mbps rate.




Probe/Beacon Analysis

« |f stations are recelving beacons or probe responses, the next
logical step isto attempt to Associate with one of the Access

Points sending the beacons or probe responses
— SSID in the station must match SSID in the AP
« Station may be configured with a“null” SSID, meaning that it will

associate with any AP
» Some Access Points will be configured to reject stations with the null

SSID
— Other vendor-specific factors may dictate whether the station will

attempt to associate or not
o Stations often periodically send Probe requests even after they

have associated
— May be used to find new APs

— May be used to confirm that the current AP is still the best

\e¢ &

* Use Beacon/Probe Response frames to find “rogue” APs ..




MAC Layer Security

In wired LANS, physical security can be used to prevent
unauthorized access to network resources

Thisis not the case in wireless networks, since their signal is
extremely difficult to contain

The 802.11 MAC layer provides mechanisms to authenticate
stations and prevent unauthenticated stations from gaining
access to network resources and data

— Specificswill be provided in alater section
If an Access Point is configured to require authentication, it
will not allow unauthenticated stations to associate with it

— These stations normally cannot send and receive data

— They can capture data (AiroPeek does not need to be associated)

Stations can also authenticate directly with other stations (e.gem
In an ad-hoc network) ey




Authentication

« The concept of authentication ensures that only authorized
stations gain access to network resources and prevents
unauthorized stations from viewing network data

— A station realizes that authentication is required

— It sends an Authentication frame to the station with which it is
authenticating
* Thisframeisaways sent unencrypted
 |dentifies the authentication algorithm being used
« Containsthe identity of the station being authenticated

Contains information specific to the algorithm being used

— A sequence of Authentication framesis exchanged

The specifics will vary depending on the specifics of the authentication
algorithmin use

These frames may or may not be encrypted

The final frame contains the result of the authentication (successful or -l
unsuccessful)

. B ~Ex %
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Analysis of Authentication Frame (1 of 2)

& Example Management frames fron SJUSDcattle ap_ . [M=] E3

Frame Type is Management; subtypeis
= S [EQ Authentication

| Packet: I Re=l e lE

..... Yeroion- 0 7‘A Sour ce is the station being authenticated;
G Type: 00 Mamagemert Destination is the Access Point with
:__:g S cak S Autheniine e which the station is authenticating; BSSID
..... & From DS: o should match Destination.
----- ta More Frag.: a
----- Retry: | . . . .
_____ g Dower Mgn - . Authentication Algorithm is Open
----- § More Data: o System, indicating that no authentication is
o oo ’ in use. Authentication Sequence Number
..... & Duration: PES  Microsesonds Is used to sequence frames of the
-{Hf Destination: 00:&0: 10: FO: 3F:BE authentication. Status Code will
- Hﬂl Source: O0:-20:565:19:32Z:2E . . H
s pssn- 0. £0- 10 B0 58 BB eventually indicate success or failure.
----- tp Seq. Number: 11
----- ta Frag. Humber: a
[—]:r 802_11 Management - Authentication
~{ & Puth. Algorithm: 0 Open Systewn —
-1 & RAuth. Seq. MNum.: 1
Status Code: 0 Resaprved ll




Analysis of Authentication Frame (2 of 2)

E Example Management frames fron SJUSDcattle.ap... [W[=] E3

Frame Type is Management; subtypeis

- = ”_. oS Authentication
I [ s[pd = 0 1F
S * /‘A Destination is the station being

| & Type: $00  Mansgement authenticated; Sour ce isthe Access Point
iii.i§§ :"b;l;r_'E :l'“l Authentication with which the station is authenticating;
_____ & From DS: BSSI D should match Source
----- #p More Frag.: ]
::g o et : Authorization Algorithm is Open
..... § Move Data: 0 System. Authorization Sequence
----- % WEP: . Number hasincreased by one. Status
----- fp Drder: . c .
_____ & Duration: R Code indicates success (which should
| Ep Destination: 00:30:65:19:32: 8E always be the case in an Open System).
HF tource: O00:&60:10:FO:5F:EBE
- Q060 1D-FO-:9F-EBE
----- tp Seq. Number: 2536
----- #p Frag. MNumber: n]

=5 nt - Authentication
- & Auth. Algorithm: 0 Open Syshen -
~{ & Auth. Seq. Num.: Z

Status Code: 0 Successiful ;I




Authentication Analysis

 If you have an Open System, authentication should never fail
— In Open systems, the authentication process typically involves two

frames
* Open System Authentication to AP
» Successful response from AP
 |If you are using WEP authentication, then confirm that Open

Systems are being rejected
— WEP authentication typically involves four frames
« Shared Key Authentication to AP
e Challengefrom AP
» Challenge responseto AP
» Successful response from AP
o |f WEP authentication fails, check the WEP key(s) in the

station
— Thelast frame will contain an response code, which can be interpr

to see the reason why the station was rejected




Expected Frames at Startup

When awireless station starts up or first joins a BSS, these
frames will usually be seen in this order
— Probes/ Probe Responses

» Optional, since a station may just listen for Beacons

« Station will listen for Probe Responses and choose an AP
— Authentication

« The station authenticates with the AP
« Thiswill occur even in Open Systems, which don’t use authentication

Association / Association Response

» The gtation associates with the AP
Data

Disassociation
» Thisframe may not be seen, depending on how the station leaves
Deauthentication

» Thisframe may not be seen, depending on how the station leaves




Station Startup Packet Analysis

00:60: 1D: FO: A5:B3 . D0:AD:FS:90:6F: 35 1.0 1:  100% 802.11 Auth
SF:C3:24:44:D3: FF . 00:98:D3:52:93:6C 2.0 L 1% | §02.11 Probe Reg
FF:FF:FF: FF: FF: FF  00:60:1D:FO:A5:E3 2.0 L 56% | B02.11 Eeacon
FF:FF:FF:FF:FF: FF  00:40:96:49:76:93 1.0 L 14% | §02.11 Probe Reg
00:40:96: 49: 75: 93 . 00:60:1D:FO:A5:E3 2.0 1 56% | §0Z.11 Probe Rap
00:60: 1D: FO: A5:B3  00:40:96:49:78:93 1.0 L 17% | 802.11 Ack
DE:E6:60:DE:E6: 6D  24:E9:6A:AE:EF:ES 1.0 L 28% | §0Z.11 Management
00:A0:F&:GA: AG: 24 . 00:60:1D:FO:A5:E3 2.0 1 53% | §02.11 Probe Rap
BE:02: 3C:BC:BO:ED . 00:94:3C:95:568:F7 2.0 L 30% | §02.11 Assoc Rap
00:60:10: FO: A5: B3 . D0:AD:F§:90:8F: 35 1.0 L 100% | 802.11 Assoc Req
00:A0:F5:90: §F: 35 . 00:60:1D:FO:AS:E3 1.0 L 59% | 602,11 Ack
00:A0:F§:90: §F: 35 . 00:60:1D:FO:A5:E3 2.0 1 56% | §0Z.11 Assoc Rap
00:60: 1D: FO: A5:B3 . 00:AD:F8:90:6F: 35 2.0 1:  100% 502,11 Ack
00:A0:F&:90: §F: 35  00:60:1D:FO:AS:E3 2.0 L 56% | 802,11 Ack
00:60: 1D: FO: A5:B3 . D0:AD:FS:90:6F: 35 11.0 1:  100%  EOOTE

00: &0: F&:90: §F: 35 . 00:60:1D: FO: A5:E3 2.0 L 50% | 602,11 Ack
00:A0:F&:90: §F: 35  00:60:1D:FO:A5:E3 11.0 | L 59% | BOOTE

00:60: 1D: FO: A5: B3 . 00:A0:FE:90:6F: 35 2.0 1. 100% 802,11 Ack
00:60:1D:FO: AS:E3 - 00:A0:FS:90:8F: 35 11.0 1 100% | ARP Request




Viewing The WLAN Conversations

& Capture 1

Packets received: ,
Packets filtered: , Stop Caphure |
Packets processed: ,

Memory usage:

Pac... | Source Destination BSSI0 | Data Rate | Channel | Signal | Size | Protocol Plug-in Info |
1405 : O0:AQ0:F3:3E:67:80 EBroadcast B0:60:1D:23:1D: 5D ¢ { 1 98% 70 i ARF Req 192.165.0.6 = 2

1406 | 00:60:1D:23:1D:50  Broadcast 00:60:10: 23: 1D: 5D | I S ;;;'E ;:;::’n FC=..©onn.. , Interval=100,
1407 ¢ 00:60: 1D:23: 10: 5D Broadcast 00:60: 10z 23: 10z 5D 6% : I FC=........ , Interwal=100,
1408 : 00:60:1D:23: 1D: 5D EBroadcast O0:60:1D:23:1D: 5D 0z | FC=........ , Interwal=100,
1409 : 00:60:1D:23: 1D: 5D EBroadcast O0:60:1D:23:1D: 5D I FC=........ , Interwal=100,
1410 00:60:1D:23: 1D: 5D EBroadcast l:ﬁ.;'i'tﬁ FC=........ Interwal=100, |
1411l : O0:g0:1D:23:10: 5D EBroadcast E

1412 | 00:60:1D:23:1D: 5D Eroadcast 802 ll Spa : f Pa‘ :ke‘t

1413 00:e0:1D:23: 10 5D EBroadcast E EI:IE " ll EEEJ:I:II-'I' I IC S
1414 : TP-192.165.0.6 IP-19Z.168.0.255 - FC=T.......

1415 | 00:60:1D:23:1D:50 | Broadcast E E |:| 2 - l l E PacOarl | FC=urrnnnns , Interwal=100
1416 @ IP-192.165.0.6 IP-192.1658.0.255 E o . FE=.F..unns

1417 : 00:4a0:F3:5E:67:80 EBroadcast - 192.165.0.1 = 2

1418 | O0:A0:CS5:EZ:6D: A8 O0:A0:F3:8E:67: SDE EI:IE " ll EEE'I:I:II-'I' O0:AD:CE:EZ:6D:A8 = 192,168
1419 : TP-192.165.0.6 IP-192.1658.0.1 Echo: 192.168.0.1

1420 | IP-192.168.0.1 IP-192.168.0.6 UI:IP II]-_EI IIIE_]]]_S"LFE Echo Beply: 192.168.0.6

1421 i 00:60:1D:23: 1D: 5D EBroadcast ; §02.11 Beacon FC=........ , Interwal=100,
1422 : 00:A0:F3:83E:67:80 EBroadcast ARP Feqg 192.165.0,1 = 2 -
‘ 802.11 Beacon | oL
A4 | & [ Packets A Modes b Protocols b Conversstions A Size

L TIDP NE MNam@Bwve
ARF Eeq

ARF Ezp

PING Req
PING Epl

m.m.."ﬁ:in.m..m.m




Analysis of Other MAC Fields

These fields are collectively known | =l LRl Gk AL IS[=] E3
as the Frame Control (FC) field. = ==

=T Gk DB

SRFgEc02. 11 MAC Header B

TheToDShitissetto 1inframes

that are going into the DS, The o -
From DShitisset to 1 inframes ~1§ Type: 00  Mansgement
that are Comi ng out O.I: the DS -1 g Subtype: (0000 Associcticsy Regusest
-~ To DS: 0
.. . -~} g From DS: a
TheRetry bitissetto 1 in any 1§ More Frag.: 0
frame that is being retransmitted. 1§ Retry: 0
-1 &g Power Mgmt: a
. ] -1 g More Data: a
The WEP bitissetto 1inany g wEP: o |
frame that uses WEP encryption. 1§ Order: 0
Notethat thisdoesnot indicate | | % Duration: 314 Misroseconds
. R T I IR S Deztination: OD0:AQ:F2:2B:20:-1F
whether WEPlsaCtua”y re_qUIred ----- Bff Source: 00:AQ:F23:9E:B9: A4
by the AP, only whether thisframe | | Hp BSSID: N0:A0:F3:8B:20:1F
was encrypted withWEP. | | . % Seq. Number: 1z
----- tp Frag. Number: a

|'—_'|=“|:,%= #02.11 Management - Association Request

o -




Y our 802.11 Network Has No Clothes

Who was the first
WLAN Security
Analyst?




WLAN Security
And Intrusion Detection I ssues

o Unauthorized access to network resources
— Internet connections are a common target
— Hacking
» Hostile disruption of network service
— Denid of service

— Virus deployment

» Exposure of confidential information
— No physical security

— Data s accessible without physical network attachment

'

N

&
5;;‘_&—:: L



WLAN Security
And Intrusion Detection |Issues
« The“Invisible Client” attack @

 Install access points outside your firewall —

o Carefully implement DHCP for wireless clients

o Confirm proper server and resource permissions

e Use AiroPeek to determine who's on your network
o Implement access lists at your access points




WLAN Security

And Intrusion Detection | ssues
e The“Invisible Client” attack

» Survey accessibility from outside the building
using AiroPeek

» Don't forget that RF propagates in all directions

« Make your security personnel aware of the
potential for wireless intrusion




WLAN Security

And Intrusion Detection |Issues
The"

nvisible Client” attack

ne “Parking Lot” attack
T ,]e (14

Rogue Resource’ attack

o —
e A rogue DHCP server can wreak havoc on your
network

A rogue Ethernet address can spoof the target
address for avalid resource

o Use AiroPeek to confirm proper data exchange
between communicating devices




WLAN Security
And Intrusion Detection I ssues

ne “Invisible Client” attack
The “Parking Lot” attack
The “Rogue Resource’ attack

Defeating WEP encryption
o Wireless Equivalent Privacy (WEP) encrypts the
802.11 packets

o [t'sfairly straightforward to break WEP
encryption and determine your secret keys




Wired Equivalent Privacy (WEP)

* A link-layer security protocol defined by 802.11

— Simulate physical access control by denying access at the Data
Link layer

* Anencryption key is shared between communicators
— “Shared Key” as opposed to “ Open System”
» Theshared key isdistributed “out of band”

— You typeit in to both communicators

Data

Encapsulate l T Decapsulate

\ Initialization Vector /

Integrity Check Vector




Facts And Myths About WEP

 Without the proper WEP keys there is no current protocol
analysis tool on the market that can decrypt the traffic

— Thismay change as more motivated hackers place freeware on the
Internet

e A casual intruder will be appropriately thwarted by WEP
— A serious intrusion attempt will bypass WEP

8% 83 | TCF TELNET . .pazsword: 6% 96 { §0Z.11 WEF Data FC=.F....W.  3N=3863
GB5h% 76 | TCF TELNET WA, ..., 3=3553851141,1= o, 6% g4 §0Z.11 WEF Data FC=T..... w. , 3N= 317
6B5% 77 TCP TELNET | £ 63% 85 30Z.11 WEF Data FC=T..... W. , 3N= 31§
45% gz { TCF TELNET ¢ * 4% 90 ¢ d02.11 WEP Data FC=.F....W.  3N=3875
0% 76 i TCF TELNET WLl 3=3555851142, 1= o, 0% g4 : §02.11 WEF Data FC=T..... W. ,53MN= 319
B5% 77 TCF TELNET § o 63% g5 { 60Z.11 WEF Data FC=T..... W.  3N= 320
458% gz i TCP TELNET § * 4% 90 : §0Z2.11 WEF Data FC=.F....W.  3N=35873
ao% 76 i TCF TELNET vhlww . 3=3555551145, L= o, 6% g4 : §02.11 WEF Data FC=T..... W. ,53N= 3Z1
0% 77 ¢ TCP TELWNET § o 0% g5 i G0Z.11 WEF Data FC=T..... W. , 5N= 322
45% gz i TCP TELNET § * 4% 20§ S0Z.

4% 76 ¢ TCP TELWNET WA ... 5=35536851144, L= a, 4% g4 G0Z.

6E% 78 i TCP TELNET “a aE% ge i G0Z.




The Discovery Of The WEP Flaws

e January 2001
— UC Berkely releases paper with their findings
 August 2001

— Scott Fluhrer, Itsik Mantin, and Adi Shamir find aflaw in the RC4 key
setup algorithm which resultsin atotal recovery of the secret key.
|mplementing the attack requires the collection of traffic passively.

 Today

— Y ou can download instructions and helpful utilities from the Internet
that will allow WEP keysto be recovered

— Most utilities are Linux-based

— Extracting a WEP key is non-trivial but well within the technical
capabilities of a bright high-school student

N




Alternatives To WEP Encryption

|mplementation of Virtual Private Networks or other
tunneling protocol approaches

Offset Codebook (OCB) encryption using Advanced
Encryption Standard (AES) 128- 192- and 256-bit keys
— Proposals are being reviewed by the National Institute of Standards
and Technology (NIST)
Kerberos authentication
— RFC 1510

Extensible Authentication Protocol (EAP) in 802.1X
— RFC 2284
— Used in Transport Layer Security (TLS) in Windows 2000

— Integrates with Kerberos
— Cisco hasintroduced “Lightweight EAP’ (LEAP)




Five Final Proposals Are Under Review

Name Author{s) Report(s)
MARS B (11 authors) "Twealk" BEZ00OD, ES2000, Sub stat.
LRCE Eivest, Eobshaw, Sidney, Tin ERI25 @200, Sub. stat.

EITNDAEL | Daemen, Eymen

GI2000, BE2000, Lu2000, MEOQ, DEOOD, Sub. stat.

SEEFPERT Anderson, Biham, Enudsen

EES2000, Sub. stat.

TWOFIEH =chneter, Kelsey, Whiting, "Wagner, Hall, Ferguson

LIRS, SO0, LEOD, WESSR SE28 Sub stat.

e Sdlected from afield of 15 final submissions
o See http://www.lii.uib.no/~larsr/aes.html
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What You Need To Do
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What You Need To Do

|dentify confidential information

| mplement access control lists where possible
— Connect access points outside your firewall

Use application-level encryption when appropriate
— This appliesto the wired Internet too!

|mplement secure upper-layer protocols
— SSH, HTTPS, IPSEC

|mplement a data-link encryption method
— WEP, LEAP

TEST YOUR IMPLEMENTATION

— Use AiroPeek to confirm that what should not be visibleis, in fact,
not visiblel
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WEP And The Protocol Analysis Process

« WEP keysare
entered in the
appropriate
configuration
dialog boxes

* Tracefilescan be
“unweped” after
capture using a
supplied utility
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Use AiroPeekN X to Evaluate Security

Determine whether WEP is or is not in use by stations and
Access Points

Determine whether SSID is being broadcast by Access Points
or not

Determine signal strength available at different locations
— Parking lot
— Hallways outside of your office

If upper layer encryption technologies (IPsec, etc...) arein
use, confirm that datais not visible

Use Node statistics to ook for unexpected stations
— Build up aName Table of known stations

— Any station without a name is unexpected
» Add new stations if they are legitimate users
e Investigateif not




Determining Which Channels Are Being Used
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Scanning Shows How Each Channel |s Used

Channel Total Dt [ cirl Ratry WER 1 Mmiits s PMmitels S5 Mbitel 11 Mbites 1
i 10 o & o 0 : 0 10 0 D :
3 BTE 3 I1E F [ 29B 278 an 0 500
3 1,588 & 540 4 : 506 354 174 10 1,020
a 1,263 o a7 F4 [ 457 155 114 =] 136
5 sl 0 323 3 0 298 226 125 15 615
=] 1,573 336 563 Jjaz 1 Lk 432 151 a -y
7 1,306 15 429 16 0 400 5 136 14 751
-] 1,533 ] &94 16 i 437 411 153 g 830
) 1,365 kS 536 1z 0 474 434 152 3B a4l

10 S i J&8 1= LI 238 2ad 120 1 a2l
1L FEE 36 11% 20 2 L4 145 [ 0 131
12 - - - - - - - - - -
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L ocating Rogue Access Points

& 00:40:96:24:76.EE
01:00:5E:00:00: 048 &

00:B0:64:ES: 9460 o 0002 B 04-EC:C5
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& 00:40:96:35:76.08

003065 18:C7.16 -

00:04:54:0E:EF: &8

00045200 62.C3

Broadcast

0004 58 CCECa

0090 2796 26:05 &

000454 26:C00 55
00 40:05:DE: 2229
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00:90:01:07.70:6F & & 0002200110438

& 00:10:A4:B7.C563

00:02: 2027 C4.6E &

Display Options 3
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i =
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Order: IHighest j
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Flowy Direction: ISent j

rode Counts Summary
Showving up to 50 physical nodes
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User Hidden: u]
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|dentifying Unusual Traffic Patterns

Display Options =
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Assessing Band Saturation With AiroPeek NX

Packetsisecond
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Applying Expert System Analysis Techniques

Conversations Analyzed: 16
Problems= Detected: 450 0 | a} @

Het Hode 1 (Client) |Het Hode 2
-am 19.66.119.255 19.66.118.217
== 19561158218 19.66.118.157

. E-=BUDPFort D=0
| 3 n =lowy Server Rezponse Time
----- n Wireless Transmizsion Retry
0 Inefficiert Client
----- n Wireless Too Many Retries
- i IP Packet with CRC Frame Error

----- 0 Data Rate Change
E}-’IEIEE*I’IE’IEI*I 139661182158
=B UDPPor 02-=0
E} 19.53.1?5.218 139661151931

 E-=RBUDPPart 0=--0
: 3 ﬂv‘»ﬁrelesa Transmission Retry
----- 0‘ IP Packet with CRC Frame Errar




Protocol AnalysisIn The 802.11

Wireless Environment

Understand how the protocols
work Sk HEnin:
Capture from your wireless|- .-+ = &
environment SEims o f_
Evaluate problem reports, [|-=-:2: oot
statistics, and individual i

conversations

| solate and describe
Inappropriate behavior
Perform a site survey to assess =/
the overall characteristics of your . L -
wireless environment :
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